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Eduroam Setup Guide

For Microsoft Windows XP

eciuroam

Metwork roaming for higher education and research

This guide is intended for researchers, staff and students from participating institutions to securely access
the Internet from Curtin.

The steps involved in setting up Eduroam connection in Curtin are:

1. Install SecureW2 client
2. Setup Eduroam wireless network
3. Connect to Eduroam

Note: Curtin staff and students should not use the Eduroam wireless network while located at
any of the University campuses where connection to curtin.edu.au network is available.

Last Update: Feb 2010 Page 1of 1 http://cits.curtin.edu.au



-l B el

Step 1 - Install Secure W2 Client

4

Curtin®
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1. Download Secure W2 client for Windows XP/Vista to your computer.

2. Extract the content of the file to a temporary folder.

3. Runtheinstaller program and follow the instructions on screen as follows:

a. Select language option and click OK button.

Installer Language

@

o
==

Please select a language.

X

|English

8] 4 ] [ Cancel ]

b. Click Next button.

% SecureW2 TTLS Client 3.3.3 for Windows Setup

&

— .
S e C u re W2 This wizard will guide wou through the installation of

Securedw'z TTLS Client 3,3.3 for Windows,

Welcome to the Securew? TTLS
Client 3.3.3 for Windows Setup

1t is recommended that vou close all other applications
befare skarting Setup, This will make it possible to update
relevant system files without having to rebook vour
campukter,

Click Mext to continue,

hexk = ] [ Cancel
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c. Click I Agree button.

SecureW2 TTLS Client 3.3.3 for Windows Sefup

License Agreement

Windows,

Press Page Down to see the rest of the agreement.

Please review the license terms before installing SecureWwz TTLS Client 3.3.5 for

FoX

SecuretiZ TTLS Client, Copyright (2) Securew'z

This pragram is distributed in the hope that it will be useful,
bt WITHOUT ARY WARRAMTY; without even the implied warranty of
MERCHAMTAEBILITY or FITMESS FOR A PARTICULAR PURPOSE,

This program is free software; you can redistribute it andfor modify
it under the terms of the GMU General Public License as published by
the Free Software Foundation; either wersion 2 of the License, ot

{at wour option) any later wersion.

IF wou accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to inskall SecureW'2 TTLS Client 3.3.3 For Windows,

< Back

” I Agree ]

[ Cancel

d. Click Install button.

% SecureW2 TTLS Client 3.3.3 for Windows Setup

Choose Components

install.

Select components ko install:

Space required: 1.9MB

EAP-TTLS

Choose which Features of SecureWw2 TTLS Client 3.3.3 For Windows wou wank to

Descripkion

Check the companents you want to install and uncheck the components vou don't want to
install. Click Install to start the installation,

< Back

|

Install ]

[ Cancel
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e. Select option to reboot computer now. Click Finish button.

& SecureW2 TTLS Client 3.3.3 for Windows Setup

O Completing the SecureW?2 TTLS
;_/ Client 3.3.3 for Windows Setup
S e C u reW2 Your computer musk be restarted in order to complete the

inskallation of Securet2 TTLS Client 3.3.3 For Windows, Do
wau wank to reboot now?

(%) Reboak now

(31 want to manually reboot later

< Back Cancel
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Step 2 — Setup Eduroam Wireless Network

Curtin®

University of Technology

1. Open up your Network Connections by clicking Start - Control Panel - Network Connections.

2. Right click Wireless Network Connection and select Properties.

e T e El@@
:'!

File Edit Wiew Favorites Tools Advanced Help

F [ X ¥ |[FE-

& Eact () Iﬂ‘: /__\' Search "L..“ Folders

Address |@__ Network Connections

V‘Gﬂ

Marmne Type
LAN or High-Speed Internet

LaN or High-Speed Internet
LAN or High-Speed Internet
LAN or High-Speed Internet
LaN or High-Speed Internet

<L local Area Connection 3
L. Local Area Connection
<L Local Area Connection 2

TS
m | A e HioheSnasd Tokarmet
Disable
wWizard View Available Wireless Networks
| status
[ Mew Connection Wizard Repair

?_ Netwark Setup Wizard -
Bridge Connections

Create Shartcut

Fename

<

Status

Disabled

Metwork cable unplugged
Disabled

Disabled

Connected

Device Name

Cisco Systems ¥PH Adaptel
Bluetooth Personal Area ..,
Eroadcom Netktreme 57..
1394 Net Adapter

Intel{R) PROyWireless 39,

:‘ “Wiew or change settings For this connection, such as adapter, protocol, or modem configuration settings.

3. Go to Wireless Networks tab and click Add button.

| Gene ;l Wwireless Wetworks .ﬂdvanced|

ge Windows to configure my wireless nebwork, settings

Available networks:

To connect to, disconnect from, or find out more information
about wireless nebworks inrange, click the button below.

WView Wireless Metworks

Frefened networks:
Automatically connect to available networks in the order listed
below:

Maowe up

b arve down

Add.. Remove Froperties

Learn about getting up wireless netwark
configuration.

[ 0K ][ Cancel ]
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On the Association tab, enter the network details as follows:

e

CurtinZ

University of Technology

Network name (SSID) = eduroam (Note: the network name is case sensitive)

Security type = WPA
Encryption type = TKIP

Uncheck the option that this is a computer-to-computer (ad hoc) network

Wireless network properties

Agzaciation |.-’-‘uthentication | Connection |

Metwark name [S510]: |eduroam |

Wiireless network key

This network requires a key fol

Metwark Authertication:

Data encryption:

The key iz provided for me automatically

[] This is a computer-to-computer [ad hoc) netwark ; wirsless
cess points are not uzed

[ Ok, ] [ Cancel

eduroam properties

|.-'3.ssociati0 | Authentication | Fonnection

Enable IEEE 802 1% authentication for thiz network,

EAP type] |Securew2 TTLS v|

[] Awuthenticate as computer when camputer information is available

[] Authenticate as guest when user or computer information is
unavailable

[l ] [ Cancel
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6. Click New button.

SecureW2 Profile ['X

&

SecureW?2

R wersion 3.3.3
Profile

Prafile: | DEFAULT A4

Mew ] [ Configure Delete

Ok ] [ Cancel

Enter profile ID as eduroam then click OK button.

SecureW 2 New Profile E|

\-._..»—/:
SecureW?2

ProFiIeID:l \eduroanﬂ—l I
[ OK ][I Cancel ]

Sﬁm&ﬂll’mﬁlﬁm{rﬂm

Secure\W2

| Connection | dertificates | Authentication || User account |

@e alkernate outer identity

Enable session resumption {quick connect’ [

o) (e

8. On the Connection tab, uncheck the option to Use alternate outer identity.
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9. On the Certificates tab, uncheck the option to verify server certificate.

SecureW2 Profile: eduroam

SecureW?2|

| Connectid _| Certificates | gutentication || User account |

[ wdrify server certificate

Trusted Rook CA;

add Ca Remove C&

Verify server name:

o) (o]

10. On the Authentication tab, select PAP as authentication method.

O
——
SecureW?2|
| Connection | Certificatek | Authentication

Select Authentication Methgd: | P&p v|

SecureW2 Profile: eduroam

Lker account |

EAP Type:

Configure

&) (o]
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11. On the User account tab, enter your login details for your institution:

CurtinZ

University of Technology

Username = <username at your home institution, e.g. 12345@someuni.edu.au>

Password = < password from your institution>

Click OK button.

SecureW 2 Profile: aa

SecureW?2|

Connection | Certificates | Authenticati n| User account |

Prompt user fior credentlal@

Usernamd: | 123456A@curtin.edu.au

Password | oooooooooooo|

1
|
Use this account to logon compute@

12. Once the Eduroam profile has been configured, click OK button to complete the setup.

SecureW2 Profile f'5_<|

O

SecureW?2

Profile

wersion 3.3.3

Profile: | eduraam V|

[ Mew ” Configure ” Delete ]

CK Cancel
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Step 3 — Connect to Eduroam

e

g

1. On the bottom right hand corner of your windows taskbar, right click on the Wireless icon and
select View Available Wireless Networks.

¥CIT ID: 3771
¥CIT Image: ¥52

Status: Supported
05 Yersion: Windows XP

Change Windows Firewall settings Service Pack 2
i 5 0000
Open Metwork Connections

)

Yiew Available Wireless Networks

2. Select eduroam wireless network and click Connect button.

i) Wireless Network Connection

Network Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to & wireless network in range or to get more

<2 Set up awireless network On Demand ¥¢
for a home of small office

Related Tasks

;1) Learn about wirgless
networking

Change the order of
preferred netbworks ((ﬁ})

%& Change advanced "F Security-enabled wireless network (WPA) l.l!ﬂ

sethings staff-curtin

((ﬁ:)
((ﬁ})
student-remote

<<ﬁ>) .

’F Security-enabled wireless network (WPA) l.l!ﬂ

staff-remote

’n’ Security-enabled wireless network (WPA) l.nu[l

If you require any help with Eduroam setup or encounter problem connecting to Eduroam
network, please contact your institution’s IT support.
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