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Eduroam Setup Guide

For Microsoft Windows Vista

eciuroam

Metwork roaming for higher education and research

This guide is intended for researchers, staff and students from participating institutions to securely access
the Internet from Curtin.

The steps involved in setting up Eduroam connection in Curtin are:

1. Install SecureW2 client
2. Setup Eduroam wireless network
3. Connect to Eduroam

Note: Curtin staff and students should not use the Eduroam wireless network while located at
any of the University campuses where connection to curtin.edu.au network is available.
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Step 1 - Install Secure W2 Client

1. Download Secure W2 client for Windows XP/Vista to your computer.

2. Extract the content of the file to a temporary folder.

3. Runtheinstaller program and follow the instructions on screen as follows:

a. Select language option and click OK button.

Installer Language (3]

(_} Please select a language.
e

e
—

| Engiish -

[ OK ] Cancel

b. Click Next button.

= SecureW2 TTLS Client 3.3.3 for Windows Setup = | = |[27 ]
O Welcome to the SecureW2 TTLS
\_/ Client 3.3.3 for Windows Setup
[ - -
S e C u re W2 This wizard will guide you through the installation of
SecureW2 TTLS Client 3.3.3 for Windows.
Itis recommended that you cose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your

computer.

Click Mext to continue.

Mext = Cancel
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c. Click I Agree button.

<% SecureW2 TTLS Client 3.3.3 for Windows Setup (=] = |z
License Agreement
Flease review the license terms before installing SecureW2 TTLS Client 3.3.3 for E=4
Windows.

Press Page Down to see the rest of the agreement.

| Secureww2 TTLS Client, Copyright {(C) Securei2 -~

This program is free software; you can redistribute it andor modify
it under the terms of the GMU General Public License as published by
the Free Software Foundation; either version 2 of the License, or

(at your option) any later version. 4

m

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITMESS FOR. A PARTICULAR. PURPOSE.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install SecureW?2 TTLS Client 3. 3.3 for Windows.

< Back ][ I Agree Cancel
d. Click Install button.
=% SecureW2 TTLS Client 3.3.3 for Windows Setup [= = |[== ]
Choose Components (~—?
Choose which features of SecureW2 TTLS Client 3.3.3 for Windows you want to _

install,

Check the components you want to install and uncheck the components you don't want to
install, Click Install to start the installation.

Select components to install: EAP-TTLS SETIIT

Space reguired; 1.9MB

< Back ][ Install Cancel
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e. Select option to reboot computer now. Click Finish button.

&

SecureW2

©F SecureW2 TTLS Client 2.2.3 for Windows Setup

Completing the SecureW2 TILS
Client 3.3.3 for Windows Setup

Your computer must be restarted in order to complete the
installation of SecureW 2 TTLS Client 3.3. 3 for Windows. Do
you want to reboot now?

@ Reboot now

() I want to manually reboot later

(]
o}

m

=@ =
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Step 2 — Setup Eduroam Wireless Network

1. Open up your Manage Wireless Networks by clicking Start = Control Panel > Network and
Internet. Select Manage Wireless Networks.

[=)EnE=]

v‘ ¥ < Network and Internet » Network and Sharing Center - | +3 | ‘ Search o |
File Edit View Toolks Help

@

Tasks

Network and Sharing Center
View computers and devices
View full map

Connect to a network

Manage wireless networks . 1&[
’ *

Set up a connection or network
JAMMT-MOBILE Internet
Manage network connections (This computer)

Diagnose and repair
§.~ Not connected

Wireless networks are available.
Connect to a network

See also

Adobe Version Cue C53
Internet Options
Symantec LiveUpdate

Windows Firewall

2. Click Add button.

O‘aﬂ]] « MNetwork and Internet » Manage Wireless Networks - |", ‘ ‘ Search R ‘

File Edit View Tools Help

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You
can also add or remove netwaork profiles.

dapter properties 3, Profiletypes 5% Network and Sharing Center (7]
dify (1)

£

Add a wireless network
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3. Double click the option to Manually create a network profile.

=)@ =

U ' Manually connect to a wireless network
How do you want to add a network?

=4u¥ Add a network that is in range of this computer
“=. This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer,

ALl Manually create a network profile

s This creates a new network profile or locates an existing netwerk and saves a profile
for the network on your computer. You need to know the network name (55ID) and
security key (if applicable).

M  Create an ad hoc network
Y This creates temporary network for sharing files or an Internet connection

Cancel

4. Enter the network details as follows:
Network name = eduroam (Note: the network name is case sensitive)
Security type = WPA-Enterprise
Encryption type = TKIP
Uncheck the option to start connection automatically
Uncheck the option to connect even if network is not broadcasting

Click Next button.

(===
@ o Manually connect to a wireless network
Enter information for the wireless network you want to add
Metwork name: eduroam
Security type: |WPA—Enterprise v|
Encryption type: |TKIP vl
Security Key/Passphrase: Display characters

[7] Sfart this connection autornatically

[7] Jonnect even if the network is not broadeasting

arning: If you select this option, your computer's privacy might be at risk.

[ Mext ] Cancel
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5. Double click the option to Change connection settings.

===

l\\;}l 2 Manually connect to a wireless network

Successfully added eduroam

% Connect to..
Open the "Connect to a network” dialog so I can connect,

< Change connection settings
Open the connection properties so that I can change the settings.

Close

6. Select network authentication method then click Settings button:
Network authentication method = SecureW2 TTLS

eduroam Wireless Metwork properties [==]

seaurity

Security type: [WP.A—Enterprise "]
Encryption type: [TlC[P v]
Chooze 3 nefwork suthentication method;

lSemreWZ TILS by ] ’ Settings... ]

Cache user information for subsequent connections
to this network

QK ] [ Cancel
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7. Click New button.

SecureWd Profile (=3
\.._..-—/
SecureW2
version 3.3.3
Profile
Profie: IDEF-‘\ULT =
MNew | Configure | Delete |
CK Cancel

8. Enter profile ID as eduroam then click OK button.

i SecureW2 New Profile

=]

&

SecureW?2

Profile ID:

eduroam

oK | Cancel |
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9. On the Connection tab, uncheck the option to Use alternate outer identity.

i SecureW?2 Profile: edurcam [==]

=
SecureW?2

Connection ICerﬁﬁmtes I Authentication I User accountl

1 Use alternate outer identity: I

% Lse anonymous outer identity

" Specify outer identity:

Enable session resumption (quick connect) [

Advanced | OK Cancel

10. On the Certificates tab, uncheck the option to verify server certificate.

SecureW2 Profile: edurcam =]

g___-_../
Secure\W?2

.Connectiol Certificates |Luﬂ1entit3tion I User accountl
I 1 Verify server certificate ||

Trusted Root Ch:

Add Ca | Remove Ch |

|l Werify server name:

Advanced | QK | Cancel |
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11. On the Authentication tab, select PAP as authentication method.

-

SecureW2 Profile: eduroam =]

\-:/
SecureW?2

' Connection I Certificates| Authentication | ser accountl

Select Authentication Method I PAP

EAP Type: |

=l
-l
Configure |

Advanced | oK Cancel

12. On the User account tab, enter your login details for your institution:
Username = <username at your home institution, e.g. 12345@someuni.edu.au>
Password = < password from your institution>

Click OK button.

SecureW? Profile: eduroam @

=
SecureW?2

.Connecﬁonl Certificates I Authentication User account I

Prompt user for credentials [

Trame |123456F\@curtin.edu.au

Password: I

Domain: I

Use this account to logon computer [

Advanced | 0K Cancel

Last Update: Feb 2010 Page 10 of 10 http://cits.curtin.edu.au/



Gl | el

e

CurtinZ

University of Technology

13. Once the Eduroam profile has been configured, click OK button to complete the setup.

SecureW2 Profile

2]

E:..-/
Secure\W?2

version 3.3.3
Profile
Profile: | eduroam =]
Mew | Configure | Delete |
0K Cancel
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Step 3 — Connect to Eduroam
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1. On the bottom right hand corner of your windows taskbar, right click on the Wireless icon and

select Connect to a network.

Connect to a network

Turn on activity animation

Turn off netification of new networks

Diagnose and repair

Network and Sharing Center

2. Select eduroam wireless network and click Connect button.

= B |
u @ Connect to a network
Select a network to connect to
Show [All =
= o =
_&; edurcam Security-enabled network !!ﬁ! ‘
_5;' staff-curtin Security-enabled network !!ﬁ! \\
_5;' student-curtin Security-enabled network !!ﬁ!
- -0 [T

Set up a connection or network
Open Metwork and Sharing Center

[ Connect ][ Cancel

If you require any help with Eduroam setup or encounter problem connecting to Eduroam
network, please contact your institution’s IT support.
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